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About This Guide
If you do not have a hosted domain with Network services or your domain is hosted in a separate account, then
you will have to manually set up certain SiteLock services as referenced in the Required Services Setup section of
this guide.
After you have set up the required services, you can also configure several optional services to further protect
your website pages.

Required Services Setup
The following services are required to set up the SiteLock Defend® service and also the SiteLock® Defend™ +
SiteLock911® in the following recommended order:




Domain Verification—Verifies that you or your organization owns the rights to the domain in question.
SMART or SMART/911—Downloads a copy of your website. Finds and cleans any malicious code.
TrueShield—Helps protect your website from malicious traffic and harmful requests with TrueShield's
Web Application Firewall.

Optional Services Setup
The following components are optional, you are not obligate to set them up, and they can be configured in any
order:






TrueShield with SSL—Allows the TrueShield Web Application Firewall to better protect the SSL
certificate.
SSL Scan—Ensures that your website has an active and functioning SSL certificate installed.
Network Scan— Does a complete scan of your Network system and cleans up any malicious content.
Trust Seal—The Trust Seal badge that gets displayed on your website shows your customers that they
are safe to visit and provide information to your website.
Platform Scan—Detects the most common set of outdated plugins and versions for open source
applications, such as WordPress. It will not remove or update any plugins, as this will need to be done
through the Content Management System Administrator login itself.

Domain Verification
In order to use the Sitelock Defend product, you will need to verify domain ownership.
Follow these steps to manually verify the proper ownership of your domain:
1. Click here to log into the Network Solution’s Account Manager using your credential information.
2. Click My Security Products.
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3. On the My Security Products page, click the Manage button next to the SiteLock Defend product.

The SiteLock Details page appears. Click the Launch link.

4. On the dashboard page, scroll down, and review the status of your domain.
If your domain needs to be verified, then the Domain Verification icon appears in yellow:
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When you hover over the icon, the status appears as Pending:

5. On the dashboard page, hover over and click the Domain Verification icon.
You have two options to verify your domain:



Option 1 requires you to embed Meta code into your website HTML code.
Option 2 allows you to download a verification file that can be uploaded using an FTP client.

6. Click Option 1 to use the Meta code provided for you to verify domain ownership.
Click the Instructions button to follow the steps on how to add a Meta tag to your website.
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7. Click Option 2 to download a verification file.

Click the Download button. The file downloads to your Downloads folder in this format, “sitelock_
xxxxxxxxxxxxxxxx.html”
Click the Instructions button to for instructions on how to upload the verification file to your website.
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8. Once the verification file is uploaded to your website, then return to the Option 2 panel.
Click the Verify button. The system attempts to verify your domain:

Once verified, your domain has a status of Verified.

Your domain is now verified and appears in green:

When you hover over the icon, the status appears as Good:
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SMART/SMART 911 Setup
If you do not have a domain hosted with Network Solutions, then you will need to manually enter your FTP
details.
Note: Please contact your hosting provider if you need assistance locating where these FTP details are located in
your Account Manager, cPanel, or Content Management System (CMS).
Here’s how:
1. Back on your dashboard page, the following Configuration Alert message appears:

Note: If you are installing only the SiteLock Defend product, then the SMART service appears in the
Configuration Alert panel. If you are installing both the SiteLock911 + Defend service, then the SMART
911 appears.
2. Click the Configure button next to the SMART service.
The Smart Wizard appears:
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Also, click the Instructions button to assist in locating your FTP login information:

3. In Step 1 Connect, from the drop-down arrow, select the appropriate method for file transfers, either:


FTP



SFTP



FTPS

4. Then complete the following information:


FTP host address



(S)FTP Port Number



User ID



Password

5. Once the test connection has completed, then you are moved onto Step 2 Locate Root.

6. In Step 2 Locate Root, click the appropriate folder that houses your website files.
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7. Click the This Is It button.
The confirmation message appears:

8. Click the Smart Settings button to modify your settings as needed.

The SMART service or both the SMART/911 services are now set up and appear green:

When you hover over the icon, that status appears as Good.
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TrueShield Manual DNS Setup
To activate TrueShield, you must modify your site's DNS records to allow traffic to flow through SiteLock's global
Content Delivery Network (CDN) and the Web Application Firewall (WAF).
Follow these steps to manually input these DNS settings:
1. Back on your dashboard page, the following Configuration Alert message appears.

2. Click the Configure button next to the TrueShield service.
If you have an SSL certificate, then please click here to follow the instructions on how to configure the
TrueShield service with an SSL certificate.
3. In Step 2 Manage Routing, add or remove A and CNAME records as needed:
Note: Please remove any existing A records on your DNS and add the SiteLock A record and CNAME
zone files that SiteLock provides as shown in the following image:

4. For additional instructions on how to edit your A records and CNAME, please refer to SiteLock’s PDF
guide:

12 | P a g e

Once your records have propagated the system, then TrueShield will be configured.
Please allow at least 12 to 24 hours for your records and zone files to completely propagate.
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The TrueShield service is now set up and appears in green:

When you hover over the icon, that status appears as Good:
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Optional—TrueShield Setup with an SSL Certificate
Setting up TrueShield with an SSL certificate is optional. Having an SSL certificate further protects your website.
We assume that you already have an SSL.
If you have your SSL certificate through another Certificate Authority, not through Network Solutions, you can
manually upload the certificate through the TrueShield wizard.
1. Back on your dashboard page, hover over and click the TrueShield Configure icon.
If your domain needs to be configured, the icon appears in yellow:

When you hover over the icon, the status appears as Configure:

2. In the Step 1 Manage SSL panel, click the Validate Domain Ownership option.
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If the DNS is pointed to NETSOL, then the TXT record will be automatically entered. If the DNS is not on
NETSOL you will need to take the TXT record as seen in the screen shot below and enter it as the DNS
host.
Once propagated, and verified by SiteLock, the system will move on to the next step.
Note: If your SSL certificate is with Network Solutions, then the certificate is automatically uploaded to
SiteLock’s system. If your SSL certificate is not purchased through Network Solutions, then please
proceed with the following instructions.
In the Step 1 Manage SSL panel, click the Manage Certificate option.

Click the Upload Certificate button.
Then click Choose File to browser for your SSL certificate.
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Note: SiteLock recommends that you contact your SSL provider to attain the following necessary files to
upload manually
o
o

CRT file containing your domain reference
Private key

You will not need intermediary root CRT files. Please request that your hosting provider end you the
private key in a secure method, such as Secure FTP or in an encrypted file that only the customer has
access to it.
Click Choose File to enter the CRT file for the domain only. Then you will be prompted to enter the
associated private key for the SSL certificate. These files will be automatically uploaded to the SiteLock
CDN and no human intervention will be involved.
Note: The Passphrase field is optional and only added in the Certificate Signing Request (CSR) when
your SSL certificate is generated with your Hosting or SSL provider:

Click the Submit button.
For EV and OV SSL Certificates—Special Instructions
If your SSL certificate is either an Extended Validation (EV) or an Organizational Validation (OV), then you
may need to change the file extension from .crt to .cer before you can upload the certificate to
SiteLock’s system.
Click here for instructions on how to change the .crt file extension to a .cer file extension.
In the Step 1 Manage SSL panel, click the SSL Traffic Flow option.
Confirm that the panel has this message—SSL traffic is routing via TrueShield.

TrueShield is now configured and routing SSL traffic through its network.
The TrueShield service appears in green:
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When you hover over the icon, that status appears as Good:
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Optional—SSL Scan
Setting up the SSL Scan is optional. Follow these steps to ensure that you have an active SSL certificate installed:
1. If you have more than one SiteLock product, make sure that you have selected the correct domain,
where you want to apply the SSL scan.
2. Back on your dashboard page, hover over and click the Configure SSL Scan icon.
If you have not yet configured this service, then the SSL Scan icon appears in yellow with a Configure
status.

When you hover over the icon, the status appears as Configure:

3. In the Add Host panel, enter the applicable host name used on your SSL certificate:

4. Click the Submit button. The following panel appears:
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The SSL scan take up to 24 hours to configure. Once configured, the status appears in green:

When you hover over the icon, the status appears as Good:
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Optional—Network Scan
Setting up the Network Scan is optional. Follow these steps to set up the Network Scan service, which does a
complete scan of your Network system and cleans up any malicious content:
1. Back on the dashboard page, hover over and click the Network Scan icon.
If you have not yet verified the proper ownership of your domain, then the Network Scan icon appears
in yellow:

When you hover over the icon, the status appears as Pending:

2. Verify the ownership of your domain. ***jump user back to the domain verification section.
Once your domain has been verified, the Network Scan icon appears in green.

When you hover over the icon, the status appears as Good.
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Optional—Trust Seal Scan
Setting up the Trust Seal badge to appear on your website pages is optional.
The badge proves to your customers that they are safe to visit and provide information to your website.
1. Back on the dashboard page, in the upper left-hand corner, click the Trust Seal

icon.

2. In the Step 1 panel, click the drop-down arrow to select the appropriate language. Then click the Next
button.

3. In the Step 2 panel, click the drop-down arrows and select the appropriate values for these options—
Color, Size, and Style:

4. Then click the Next button.
5. In the Step 3 panel, select the location on where to place the Trust Seal icon on your website pages.
Then edit, as necessary, the HTML tags to change the standard appearance of the SiteLock icon:
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6. Click the Save Configuration Settings button.
7. Then click the Step-by-Step guide link to learn how to install the Trust Seal badge onto your website
pages.
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Platform Scan
The Platform Scan icon appears on the dashboard page if you have any open source applications installed, such
as WordPress.
If the system detects that you have WordrPress installed, then the WordPress icon appears on the dashboard
page. The icons appear in green with a status of Good.

Need Additional Help?
If you need additional help in setting up the SiteLock service, then please call 1-877-628-8686.
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